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FIG. 3 e 300

AUTHENTICATION TOKEN CONNECTS TO A HOST
DEVICE USING AN NFC NETWORK INTERFACE

]
AUTHENTICATION TOKEN RECEIVES AN AUTHENTICATION
REQUEST FROM ANOTHER DEVICE THROUGH THE NFC [ 304

CONNECTION WITH THE HOST DEVICE

A
AUTHENTICATION TOKEN AUTHENTICATES THE
OTHER DEVICE USING INFORMATION STORED IN | 306
A MEMORY OF THE AUTHENTICATION TOKEN

A

AUTHENTICATION TOKEN PRESENTS A PASSCODE TO
THE HOST DEVICE RESPONSIVE TO A SUCCESSFUL - 308
AUTHENTICATION OF THE OTHER DEVICE

FIG. 4 e 400

PROCESSING DEVICE CONNECTS TO AN
AUTHENTICATION TOKEN THROUGH A HOST DEVICE,
THE HOST DEVICE AND AUTHENTICATION TOKEN
BEING CONNECTED USING AN NFC INTERFACE

— 402

4

PROCESSING DEVICE SENDS AN AUTHENTICATION REQUEST
T0 THE AUTHENTICATION TOKEN THROUGH THE NFC |- 404
CONNECTION BETWEEN THE TOKEN AND THE HOST DEVICE

Y

PROCESSING DEVICE RECEIVES A
PASSCODE FROM THE HOST DEVICE

— 406

A

PROCESSING DEVICE AUTHENTICATES THE
AUTHENTICATION TOKEN USING THE PASSCODE

~ 408
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1
NEAR FIELD COMMUNICATION BASED
AUTHENTICATION

FIELD

The present invention relates generally to cryptography,
and more particularly to authenticators.

BACKGROUND

One-time passcode (OTP) authentication tokens may be
implemented in hardware and software. Hardware authenti-
cation tokens are typically implemented as small, hand-held
devices that display a series of passcodes over time. A user
equipped with such an authentication token reads the cur-
rently displayed passcode and enters it into a computer or
other element of an authentication system as part of an
authentication operation. This type of dynamic passcode
arrangement offers a significant security improvement over
authentication based on a static password. Software authen-
tication tokens, or software authenticators, can be imple-
mented in the form of software installed on a processing
device such as a computer, mobile phone, tablet, etc. Conven-
tional authentication tokens include both time-synchronous
and event-synchronous tokens.

In a typical time-synchronous token, the displayed pass-
codes are based on a secret value and the time of day. A
verifier with access to the secret value and a time of day clock
can verify that a given presented passcode is valid.

One particular example of a time-synchronous authentica-
tion token is the RSA SecurID® user authentication token,
commercially available from RSA, The Security Division of
EMC Corporation, of Bedford, Mass., U.S.A.

Event-synchronous tokens generate passcodes in response
to a designated event, such as a user pressing a button on the
token. Each time the button is pressed, a new passcode is
generated based on a secret value and an event counter. A
verifier with access to the secret value and the current event
count can verify that a given presented passcode is valid.

Other known types of authentication tokens include hybrid
time-synchronous and event-synchronous tokens.

Passcodes can be communicated directly from the authen-
tication token to a computer or other element of an authenti-
cation system, instead of being displayed to the user. For
example, a wired connection such as a universal serial bus
(USB) interface may be used for this purpose. Wireless
authentication tokens are also known. In authentication
tokens of this type, the passcodes are wirelessly communi-
cated to a computer or other element of an authentication
system. These wired or wireless arrangements, also referred
to herein as connected tokens, save the user the trouble of
reading the passcode from the display and manually entering
it into the computer.

Hardware and software authentication tokens and other
types of OTP devices are typically programmed with a ran-
dom seed or other type of key that is also stored in a token
record file. The record file is loaded into an authentication
server, such that the server can create matching passcodes for
the authentication token based on the key and the current time
or current event count.

SUMMARY

Tlustrative embodiments of the present invention provide
authenticators with near field communication (NFC) capabil-

ity.
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2

In one embodiment, an apparatus comprises a processing
device comprising an NFC network interface, a memory and
a processor coupled to a memory. The processing device is
configured under control of the processor to connect to a host
device using the NFC network interface, receive an authenti-
cation request from another device through the NFC connec-
tion with the host device and authenticate the other device
using information stored in the memory. A passcode is pre-
sented to the host device responsive to a successful authenti-
cation of the other device, the passcode being utilizable to
authenticate to a resource protected by the other device.

In another embodiment, an apparatus comprises a first
processing device comprising a network interface, a memory
and a processor coupled to a memory. The first processing
device is configured under control of the processor to connect
to a second processing device through a host device, wherein
the host device and the second processing device are con-
nected using an NFC interface and send an authentication
request to the second processing device through the NFC
connection between the second processing device and the
host device. A passcode is presented to the host device
responsive to a successful authentication of the first process-
ing device by the second processing device, the passcode
being utilizable to authenticate to a resource protected by the
first processing device.

These and other features and advantages of embodiments
of the present invention will become more readily apparent
from the accompanying drawings and the following detailed
description.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a communication system
implementing NFC-enabled authentication in an illustrative
embodiment of the invention.

FIG. 2 shows one possible implementation of the FIG. 1
system including an NFC-enabled authentication token and
an authentication server in an illustrative embodiment of the
invention.

FIGS. 3-4 illustrate methodologies for authentication
using NFC-enabled authentication tokens.

FIG. 5illustrates an authentication process, according to an
embodiment of the invention.

FIG. 6 illustrates another authentication process, according
to an embodiment of the invention.

DETAILED DESCRIPTION

Tustrative embodiments of the present invention will be
described herein with reference to exemplary communication
systems and associated servers, clients and other processing
devices. It is to be appreciated, however, that the invention is
not restricted to use with the particular illustrative system and
device configurations shown. Accordingly, the term “commu-
nication system” as used herein is intended to be broadly
construed, so as to encompass, for example, systems in which
multiple processing devices communicate with one another
but not necessarily in a manner characterized by a client-
server model.

The term “passcode’ as used herein is intended to include
authentication information such as OTPs, or more generally
any other information that may be utilized for cryptographic
authentication purposes. Although the illustrative embodi-
ments will be described below primarily in the context of
OTPs, it is to be appreciated that the invention is more broadly
applicable to any other type of passcode.



US 9,119,069 B1

3

The term “cryptographic device” as used herein is intended
to be construed broadly, so as encompass not only authenti-
cation tokens but also other types of devices that can be
utilized for authenticating a device. Similarly, the term
“authentication server” should be understood to encompass
any type of processing device or set of such devices that is
operative to authenticate a passcode provided by an authen-
tication token or other type of cryptographic device. It need
not be a network-based server, and may be implemented as a
portion of a device that performs other functions, as a com-
bination of multiple servers or other devices, or in other
forms.

As will be described, the present invention in one or more
illustrative embodiments provides functionality for facilitat-
ing secure authentication using NFC-enabled authentication
tokens.

Many new computing devices such as mobile telephones
and tablets are NFC-enabled. Such devices are typically
equipped with NFC chipsets, antennas and protocols for
facilitating NFC connections with other devices. Embodi-
ments of the invention, as will be described in further detail
below, utilize NFC-enabled authentication tokens which take
advantage of various characteristics of NFC connections to
ensure secure authentication of processing devices and cryp-
tographic devices. For example, NFC-enabled authentication
tokens may draw power from the NFC field of the connection
between a token and a host device. As another example, NFC
connections can support encryption and typically have a very
short range (e.g., less than 10 cm), providing advantages
relative to other wireless connections such as Bluetooth,
WiFi, etc.

FIG. 1 shows a communication system 100 that incorpo-
rates authentication functionality in an illustrative embodi-
ment. The system 100 comprises a plurality of servers 102-1,
102-2, . .. 102-N that are configured to communicate with a
plurality of clients 104-1, 104-2, . . . 104-M, over a network
106.

The servers 102 and clients 104 may be implemented as
respective processing devices. A given such processing
device may comprise, for example, a computer, a mobile
telephone or other type of communication device. Each such
processing device generally comprises at least one processor
and an associated memory, and implements one or more
functional modules for controlling certain features of the
system 100.

The system 100 in the present embodiment implements
one or more processes for authentication using NFC-enabled
authentication tokens. An example of such a process per-
formed at least in part in conjunction with a given one of the
clients 104 authenticating to one or more of the servers 102
will be described in conjunction with FIG. 3, but it is to be
appreciated that numerous other types of processes may be
used in other embodiments.

A given one of the servers 102-1 in the present embodiment
comprises a processor 120 coupled to a memory 122. The
processor 120 may comprise a microprocessor, a microcon-
troller, an application-specific integrated circuit (ASIC), a
field-programmable gate array (FPGA) or other type of pro-
cessing circuitry, as well as portions or combinations of such
circuitry elements. The memory 122 may comprise random
access memory (RAM), read-only memory (ROM) or other
types of memory, in any combination.

The memory 122 and other memories disclosed herein may
be viewed as examples of what are more generally referred to
as “computer program products” storing executable com-
puter program code.
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Also included in the server 102-1 is network interface
circuitry 124. The network interface circuitry 124 allows the
server 102-1 to communicate over the network 106 with the
other servers 102 and with the clients 104, and may comprise
one or more conventional transceivers.

The other servers 102 of the system 100 are assumed to be
configured in a manner similar to that shown for server 102-1
in the figure.

A given one of the clients 104-1 in the present embodiment
comprises a processor 140 coupled to a memory 142. The
processor 140, like processor 120 in server 102, may com-
prise a microprocessor, a microcontroller, an ASIC, an FPGA
or other type of processing circuitry, as well as portions or
combinations of such circuitry elements, and the memory 142
may comprise RAM, ROM or other types of memory, in any
combination.

Also included in the client 104-1 is network interface cir-
cuitry 144. The network interface circuitry 144 allows the
client 104-1 to communicate over the network 106 with the
servers 102 and with the other clients 104, and may comprise
one or more conventional transceivers.

The other clients 104 of the system 100 are assumed to be
configured in a manner similar to that shown for client 104-1
in the figure.

The servers 102 and clients 104 may include additional
components not specifically illustrated in this figure but of a
type commonly used in implementing authentication pro-
cesses, as will be appreciated by those skilled in the art.

The network 106 may comprise, for example, a global
computer network such as the Internet, a wide area network
(WAN), a local area network (LAN), a satellite network, a
telephone or cable network, a cellular network, a wireless
network such as WiFi or WiMAX, or various portions or
combinations of these and other types of networks.

It is to be appreciated that the particular set of elements
shown in FIG. 1 in system 100 is presented by way of
example, and in other embodiments additional or alternative
elements may be used. Thus, another embodiment may
include additional networks and additional sets of clients or
servers.

As mentioned previously, various elements of system 100
such as clients, servers or their associated functional modules
may be implemented at least in part in the form of software.
Such software is stored and executed utilizing respective
memory and processor elements of at least one processing
device. The system 100 may include additional or alternative
processing platforms, as well as numerous distinct processing
platforms in any combination, with each such platform com-
prising one or more computers, servers, storage devices or
other types of processing devices.

Such processing platforms may include cloud infrastruc-
ture comprising virtual machines (VMs) and one or more
associated hypervisors. An example of a commercially avail-
able hypervisor platform that may be used to implement
portions of the communication system 100 is the VMware®
vSphere™ which may have an associated virtual infrastruc-
ture management system such as the VMware® vCenter™.
Theunderlying physical machines may comprise one or more
distributed processing platforms that include storage prod-
ucts, such as VNX and Symmetrix VMAX, both commer-
cially available from EMC Corporation of Hopkinton, Mass.
A variety of other storage products may be utilized to imple-
ment at least a portion of the system 100.

As noted above, in one or more of the illustrative embodi-
ments, a first processing device or cryptographic device is an
authentication token, and a second processing device or cryp-
tographic device is an authentication server connected to the
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authentication token via a host device such as a personal
computing device. It is important to note, however, that
embodiments of the invention are not limited solely to
arrangement in which an authentication token and authenti-
cation server authenticate to one another. In some embodi-
ments, an authentication token and host device may authen-
ticate to one another, in addition to or instead of the
authentication token authenticating to an authentication
server.

FIG. 2 shows an example of an authentication system 200
corresponding generally to an implementation of communi-
cation system 100. While FIG. 2 will be described below
primarily in the context of one or more authentication servers
202 which authenticate a client 204 comprising an NFC-
enabled authentication token 203, embodiments of the inven-
tion are not limited solely to this arrangement as described
above.

Information from the NFC-enabled authentication token
203 is sent to a given authentication server 202 via network
206 and a host device that illustratively comprises a computer
205. As indicated previously, the term “cryptographic device”
as used herein is intended to be broadly construed so as to
encompass, for example, NFC-enabled authentication token
203 alone or in combination with at least a portion of the
computer 205. An NFC-enabled authentication token may
also be implemented using software, such that a first crypto-
graphic device may comprise only computer 205, or another
type of processing device, such as a mobile telephone. The
NFC-enabled authentication token 203 may alternately
exchange information with the computer 205 so as to authen-
ticate the computer 205 in addition to or instead of authenti-
cating the authentication server 202.

The NFC-enabled authentication token 203 comprises a
processor 230, a memory 232 and NFC network interface
circuitry 234. As indicated by the dashed outline in FIG. 2,
NFC-enabled authentication token 203 may comprise a dis-
play 236. The display 236 may be any one of or a combination
of display types, including a liquid crystal display (LCD), a
light-emitting diode (LED) display, an electronic paper dis-
play, etc. It is important to note, however, that embodiments
of the invention are not limited solely to NFC-enabled
authentication tokens which comprise a display. Instead, as
will be described in further detail below, NFC-enabled
authentication tokens in various embodiments of the inven-
tion do not include or require a display.

The NFC-enabled authentication token 203 is configured
to present OTPs or other passcodes to the computer 205 for
use in authenticating to authentication server 202 or the com-
puter 205 or another device. Such passcodes may be pre-
sented to a user via the display 236 of the token, such that the
user can manually enter a given passcode into a user interface
of computer 205 or another device. Alternatively, a given
passcode may also be communicated directly from the NFC-
enabled authentication token 203 to the computer 205 via an
NFC network connection established using the NFC interface
circuitry 234. The computer may forward the received pass-
code to the authentication server 202 or another device over
the network 206, or may be output on a display 256 of the
computer 205 or another device. While FIG. 2 shows NFC-
enabled authentication token 203 configured to communicate
with the computer 205 via an NFC network connection, the
NFC-enabled authentication token 203 may comprise one or
more other network interfaces such as a wired connection via
a USB interface, or another wireless connection such as a
Bluetooth or IEEE 802.11 connection in addition to the NFC
network interface.
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The NFC-enabled authentication token 203 may be, for
example, a time-synchronous authentication token, an event-
synchronous authentication token, a challenge-response
token, a hash-chain token, or a hybrid token that incorporates
multiple such capabilities, such as a hybrid time-synchronous
and event-synchronous token. A given authentication token
may be a connected token or a disconnected token, or one
capable of operating in both connected and disconnected
modes. The disclosed techniques can be adapted in a straight-
forward manner for use with other types of authentication
devices, or more generally cryptographic devices.

As a more particular example, the NFC-enabled authenti-
cation token 203 may comprise a time-synchronous authen-
tication token such as the above-noted RSA Secur]D® user
authentication token, suitably modified as disclosed herein.

In some embodiments, the NFC-enabled authentication
token 203 may take the physical form of a very thin fob such
as a keychain fob. The NFC-enabled authentication token 203
may alternatively take the physical form of an adhesive label
or credit-card style form factor. One skilled in the art will
readily appreciate that NFC-enabled authentication tokens
may be embodied in a number of other physical form factors,
including but not limited to a pen, a case for a computing
device, etc.

The host device illustratively implemented as computer
205 in the FIG. 2 embodiment may comprise a desktop or
portable personal computer, mobile telephone, personal digi-
tal assistant (PDA), wireless email device, workstation,
kiosk, television set-top box, game console, or any other
processing device that provides an interface between NFC-
enabled authentication token 203 and a given authentication
server 202.

As shown in the figure, the computer 205 generally com-
prises a processor 250, a memory 252, and one or more
network interfaces 254 which allow the device to communi-
cate with a given authentication server 202 over the network
206. The one or more network interfaces 254 include an NFC
network interface which allows the computer 205 to commu-
nicate with the token 203 via an NFC connection. The com-
puter 205 may also include a display 256, which may be any
one of or combination of display types as discussed above.

It should also be noted that a given NFC-enabled authen-
tication token need not take the form of a stand-alone hard-
ware token. For example, such a device may be incorporated
into another processing device, such as a computer, mobile
telephone, a USB stick, etc. In one such implementation, the
host device and the NFC-enabled authentication token may
be combined into a single processing device that communi-
cates with the authentication server.

In the system 200, the authentication server 202 is config-
ured as a back-end authentication server, in that it communi-
cates with computer 205 over a network, but other types of
authentication servers may be used.

A wide variety of authentication processes may be imple-
mented using an NFC-enabled authentication token 203, a
host device such as computer 205 and a set of one or more
authentication servers 202 arranged as shown in FIG. 2.
Examples of conventional authentication processes are dis-
closed in A. J. Menezes et al., Handbook of Applied Cryp-
tography, CRC Press, 1997, which is incorporated by refer-
ence herein. These conventional processes, being well known
to those skilled in the art, will not be described in further detail
herein, although embodiments of the present invention may
incorporate aspects of such processes.

It is to be appreciated that a given embodiment of the
system 200 may include multiple instances of NFC-enabled
and other authentication tokens, host devices and sets of one
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or more authentication servers, and possibly other system
components, although only single instances of illustrative
examples of such components are shown in the simplified
system diagram of FIG. 2 for clarity of illustration. Also, as
indicated previously, other embodiments may combine cer-
tain system elements, such as an authentication token and a
host device. It is also possible to eliminate, modify or replace
other system elements. For example, NFC-enabled authenti-
cation token 203 may communicate directly with authentica-
tion server 202, rather than via other elements such as com-
puter 205 and network 206.

FIG. 3 illustrates a methodology 300 for authentication
using an NFC-enabled authentication token. The authentica-
tion token connects 302 to a host device using an NFC net-
work interface. While methodology 300 describes a computer
acting as a host device, embodiments of the invention are not
limited solely to use with computers. Instead, as described
above, various other computing and processing devices may
act as host devices, including mobile telephones, tablets, etc.

The authentication token receives 304 an authentication
request from another device through the NFC connection
with the host device. As described above, the other device
may be an authentication server or the host device itself. One
skilled in the art will readily appreciate that the authentication
request may originate in various devices. The authentication
token authenticates 306 the other device using information
stored in a memory of the authentication token. Responsive to
a successful authentication, the authentication token presents
308 a passcode to the host device. The passcode may be
presented to the host device in a number of ways. For
example, the authentication token may comprise its own dis-
play, and the passcode may be output on the display such that
a user of the host device can read and obtain the passcode.
Alternatively, presenting the passcode to the host device may
involve the passcode being transmitted from the token to the
host device over the NFC connection for output on a display
of the host device or for transmittal to the other device.

While FIG. 3 illustrates a methodology wherein the pass-
code is passed from the authentication token to the host
device, embodiments of the invention are not limited solely to
this arrangement. In other embodiments, the passcode may be
presented to the host device from the other device.

The passcode is utilizable for authenticating to a resource
protected by the other device. The resource may be a variety
of protected resources. For example, the resource may com-
prise a web portal for accessing a particular web page or web
site. As another example, the resource may be a feature or
function on a particular device, a file or folder stored on a
device etc. As will be appreciated by one skilled in the art, the
passcode may be utilized to authenticate to or access a wide
variety of resources and resource types.

The authentication token and the other device may estab-
lish mutual trust with one another using a variety of tech-
niques, including but not limited to challenge/response tech-
niques.

FIG. 4 illustrates a methodology 400 for authentication
using NFC-enabled authentication tokens from the perspec-
tive of the other device referred to in FIG. 3. The processing
device, referred to as the other device in FIG. 3, connects 402
to the authentication token through a host device. The authen-
tication token and host device are connected using an NFC
interface. While FIG. 4 refers to a processing device and a
host device separately, it is important to note that in some
embodiments the processing device and the host device may
be the same, or the host device may be incorporated within the
processing device. The processing device sends 404 an
authentication request to the authentication token through the
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NFC connection between the token and the host device. The
processing device receives 406 a passcode from the host
device, and authenticates 408 the authentication token using
the passcode.

The passcode referred to in FIGS. 3 and 4 may be obtained,
generated or retrieved using a variety of techniques described
above and to be described below. Various techniques will be
described below in the context of authentication between an
NFC-enabled authentication token and an authentication
server acting as the other device referred to in FIG. 3. As
described above, however, embodiments of the invention are
not limited solely to authentication between NFC-enabled
authentication tokens and authentication servers.

As described above, NFC-enabled authentication tokens
may be time-synchronous authentication tokens or event-
synchronous authentication tokens. Time-synchronous NFC-
enabled authentication tokens may generate OTPs using a
seed value and time base component indicative of a current
time. The NFC-enabled authentication token may use an
internal clock or timing circuitry to obtain the time base
component. To reduce the complexity and power require-
ments for the authentication token, the time base component
may alternatively be retrieved from the host device or in a
message from the authentication server. Event-synchronous
NFC-enabled authentication tokens may generate OTPs
using a seed value and an event base component indicative of
a current event counter.

In some embodiments, the authentication token and
authentication server may mutually authenticate to one
another using a challenge/response authentication or other
types of message exchange including the exchange of unlock
codes. In other embodiments, one-way authentication may be
utilized. After the authentication token and the authentication
server establish one-way or mutual authentication, the
authentication server can send a message to the authentica-
tion token. The message may comprise the passcode, an
encrypted passcode, a' compressed passcode, an encrypted
and compressed passcode, etc. The authentication token may
use information stored in the memory to decrypt or decom-
press the received passcode.

In other embodiments, the authentication server may send
a message including information other than the passcode
which the authentication token utilizes for determining, com-
puting or otherwise retrieving a passcode. As an example, the
authentication token may store a set of passcodes and corre-
sponding addresses in a memory. The authentication token
may receive a message from the authentication server, in
conjunction with the authentication request or otherwise,
which specifies a particular address of the memory. The
authentication token can look up and retrieve a passcode
corresponding to the particular address in the message. The
passcode may be provided after successful authentication of
the requesting device such as the authentication server.

The corresponding addresses may by physical addresses of
the memory. If the passcodes are pre-computed and stored in
a memory of the authentication token, the authentication
server has knowledge of the passcodes which are stored at
particular physical addresses of the authentication token.
Thus, the authentication server can authenticate the authen-
tication token if the passcode received from the authentica-
tion token via the host device matches an expected passcode
for the particular physical address.

As described above, the authentication token may derive its
power solely from the NFC field of the NFC connection
between the authentication token and the host device such
that the authentication token need not comprise any other
power source. The set of passcodes and corresponding
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addresses may come pre-loaded in a memory of the authen-
tication token. This advantageously reduces the complexity
of'operations and processing which must be performed on the
authentication token. The set of passcodes may be encrypted
or compressed to save space.

Once the authentication server, host device, or other device
is authenticated to the authentication token, these devices
may dynamically update or otherwise refresh information
stored in a memory of the authentication token. For example,
the set of passcodes and corresponding addresses described
above may be updated or refreshed periodically or on request
from auser or other entity. Similarly, information stored in the
memory of the NFC-enabled authentication token described
below with respect to other authentication techniques and
processes may also be dynamically updated or otherwise
refreshed.

In some embodiments, an authentication token may store
in amemory aseries of digits and/or alphanumeric characters.
The authentication token may receive a message from the
authentication server, in conjunction with the authentication
request or otherwise, which includes a query for a particular
sequence or particular ones of the digits or alphanumeric
characters stored in the memory. The query may comprise a
randomized look-up with a starting index. The authentication
server may keep track of which characters have been queried
from the memory of a given authentication token to ensure
that the same characters are not re-used. Alternatively, queries
may be designed to re-use one or more characters or digits
specified in previous queries.

The randomized look-up query may specify a continuous
or non-continuous series or sequence of digits and alphanu-
meric characters stored in the memory of the authentication
token. For example, the query may specify a random starting
index number and specify that the series of digits and/or
alphanumeric characters should include the digit or alphanu-
meric character at the starting index number and at each xth
index after the starting index number. As another example, the
query may specify the random starting index number and
specify that the series comprise the digit or alphanumeric
character at the starting index number and the next y indexes,
or the next y indexes except the zth index after the starting
index number. One skilled in the art will readily appreciate
that various other queries may be used in embodiments of the
invention.

The authentication token uses the look-up index in the
message to retrieve a series of digits and/or alphanumeric
characters. The authentication token presents the series of
digits and/or alphanumeric characters to the host device,
either by displaying the series of digits and/or alphanumeric
characters on a display of the authentication token or sending
the series of digits and/or alphanumeric characters to the host
device for output on a display of the host device. A user can
then enter the series of digits and/or alphanumeric characters
to authenticate to the authentication server. The authentica-
tion token may alternately send the series of digits and/or
alphanumeric characters to the authentication server via the
host device without requiring a user to manually input the
series of digits and/or alphanumeric characters.

The authentication server may alternatively request other
authentication information in addition to the passcode to per-
form two-factor or multi-factor authentication. For example,
the two-factor authentication process may require the user to
input a personal identification number (PIN) or other value in
conjunction with the passcode. In other embodiments, vari-
ous biometric values may be utilized in a two-factor authen-
tication process, including but not limited to fingerprint
scans, retina scans, facial recognition, voice recognition, etc.
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As described above, the use of NFC-enabled authentica-
tion tokens provides a number of significant advantages.
NFC-enabled authentication tokens may be designed in a
manner which does not require the tokens to have a battery or
other power source. Instead, a given NFC-enabled authenti-
cation token may use an NFC field to power itself. These
implementations of NFC-enabled authentication tokens will
typically have limited processing power, and thus embodi-
ments of the invention may utilize encryption and authenti-
cation techniques which do not require significant processing
power. In several embodiments described herein, the authen-
tication token can perform an authentication process utilizing
simple calculations such as memory look-ups.

In addition, NFC-enabled authentication tokens may be
embodied in very small physical devices, such as thin fobs,
cards or adhesive labels which may be affixed to a host device
such as amobile telephone or tablet, or to a case for the mobile
telephone, tablet or other host device. Such NFC-enabled
authentication tokens will not significantly increase the size
of'a host device, which is important for host devices such as
mobile telephones and tablets. Mobile telephones and tablets
are typically designed to be as thin and lightweight as pos-
sible. The use of very thin, lightweight and unobtrusive NFC-
enabled authentication tokens for such devices is particularly
advantageous from an aesthetic perspective.

NFC-enabled authentication tokens can also leverage the
short-range of NFC-based network connections for improved
security. As discussed above, the typical range for NFC-based
network connections is 10 ¢cm or less. Thus, NFC-enabled
authentication tokens must be in close proximity to a host
device during authentication, providing an advantage relative
to authentication tokens which use other wireless connections
such as WiFi or Bluetooth to connect to a host device. It is
important to note that NFC-enabled authentication tokens in
embodiments of the invention may be configured with a par-
ticular range for NFC connections depending on an expected
use or the form factor of the token. In some embodiments
NFC-enabled authentication tokens may be configured such
that the range for the NFC connection is less or much less than
10 cm for improved security or greater or much greater than
10 cm for user convenience.

The particular range of the NFC connection for a given
NFC-enabled authentication token may be configured based
on a physical embodiment of the given authentication token.
For example, an NFC-enabled authentication token embod-
ied in an adhesive label which is affixed to a host device may
be configured such that the range for the NFC connection is
only a few centimeters or less than a centimeter. As another
example, an NFC-enabled authentication token embodied in
a thin key fob may be configured such that the range for the
NFC connection is greater than 10 cm, as a user may keep a
keychain holding the key fob in their pocket while holding the
host device such as a mobile telephone in his or her hand.

FIG. 5 illustrates an authentication process between an
authentication token 530, a computer 540 acting as a host
device for the authentication token 530, and an authentication
server 502. The authentication process begins with establish-
ing an NFC connection between the authentication token 530
and the computer 540, and establishing another network con-
nection between the computer 540 and the authentication
server 502. The network connection between the computer
540 and the authentication server 502 may be a wired or
wireless connection. In FIG. 5, the authentication token 530
comprises a table 532 comprising K entries. The table 532 is
stored in a memory of the authentication token 530. The
authentication server 502 comprises a table 522 also compris-
ing K entries. The table 532 stores K random numbers
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denoted RN, to RN, and K corresponding unique OTPs
denoted OTP, to OTP,. It is important to note that although
table 532 utilizes passcodes which are OTPs, other types of
passcodes may be used in other embodiments. The table 522
stores the K random numbers RN, to RN, and K correspond-
ing hash results denote HR, to HR .. The hash results HR, to
HR, are the results of a hashing function applied to the K
corresponding random numbers RN, to RN and OTPs OTP,
to OTP,.

The number of entries K in tables 522 and 532 may vary
depending on an expected use or application. As K increases,
the number of unique passcodes stored in a given authentica-
tion token also increases. As the number of unique passcodes
increases, a corresponding likelihood that an adversary will
be able to randomly guess a given passcode decreases. For
example, in some embodiments the number of entries K is
approximately one million. The random numbers comprise
256-bit numbers, and the OTPs comprise 6-digit numbers,
such that there is a one in a million chance of guessing a
correct OTP in a given authentication process to be described
below.

After the connections between the authentication token
530, computer 540 and authentication server 502 are estab-
lished, the authentication server 502 will send a given index
number i and a corresponding random number RN, selected
from table 522 to the authentication token 530. The index i
may be selected randomly by the authentication server 502, or
may be selected according to a pre-defined pattern.

The authentication token 530 will look up the index i in
table 532 and determine whether the received RN, matches
the random number RN, in table 532 for index i. If the
received RN, matches, the authentication token 430 authen-
ticates the authentication server 502 and presents the pass-
code OTP, to the computer 540. The computer 540 sends the
passcode OTP, to the authentication server 502. The authen-
tication server 502 will compute a hash using RN, and the
received OTP, to determine a hash result. Embodiments of the
invention may use various hashing functions. For example, if
the random numbers are 256-bit numbers, the authentication
server may use the SHA256 cryptographic hashing function
developed by the National Institute of Standards and Tech-
nology (NIST). Various other hashing functions may be used,
including other cryptographic hashing functions in the
SHA-2 set designed by the NIST for other size random num-
bers. The authentication server 502 will compare the com-
puted hash result with the hash result HR, in table 522. If the
computed hash result and HR, match, the authentication
server 502 authenticates the authentication token 530.

FIG. 6 illustrates another authentication process between
an authentication token 630, a computer 640 acting as a host
device for the authentication token 630, and an authentication
server 602. The authentication process begins with establish-
ing an NFC connection between the authentication token 630
and the computer 640, and establishing another network con-
nection between the computer 640 and the authentication
server 602. The network connection between the computer
640 and the authentication server 602 may be a wired or
wireless connection.

In FIG. 6, the authentication token 630 comprises a table
632 comprising J entries. The table 632 is stored in a memory
of the authentication token 630. The authentication server
602 comprises a table 622 also comprising J entries. The table
632 stores J token hash results denoted THR, to THR ;and J
corresponding unique OTPs denoted OTP, to OTP,. The
token hash results THR, to THR , are the results of a hashing
function applied to a device salt and corresponding indexes J
and random numbers RN, to RN,. It is important to note that
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although table 632 utilizes passcodes which are OTPs, other
types of passcodes may be utilized in other embodiments. The
table 622 stores J random numbers RN, to RN, and J corre-
sponding server hash results denote SHR, to SHR,. The
server hash results SHR, to SHR , are the results of a hashing
function applied to indexes J and corresponding random num-
bers RN, to RN ,and OTPs OTP, to OTP,.

After the connections between the authentication token
630, computer 640 and authentication server 602 are estab-
lished, the authentication server 602 will send a given index
number i and a corresponding random number RN; selected
from table 622 to the authentication token 630. The index i
may be selected randomly by the authentication server 602, or
may be selected according to a pre-defined pattern.

The authentication token 630 computes a hashing function
using the received index i, the received random number RN,
and the device salt. The authentication token 630 compares
this computed hash result with the token hash result THR,
stored in table 632 for index i. If the computed hash result and
the token hash result THR,; match, the authentication token
630 authenticates the authentication server 602 and presents
the passcode OTP, for index i to computer 640. The computer
640 sends the passcode OTP, to the authentication server 602.
The authentication server computes a hashing function using
the index i, the random number RN, and the received passcode
OTP,. The authentication server 602 compares the computed
hash result with the server hash result SHR, in table 622 for
index i. If the computed hash result and the server hash result
SHR, match, the authentication server 602 authenticates the
authentication token 630.

The hashing functions described above with respect to
FIG. 6 may be various types of hashing functions. As an
example, if the random numbers are 256-bit numbers, the
authentication server may use the SHA256 cryptographic
hashing function developed by the NIST. Various other hash-
ing functions may be used, including other cryptographic
hashing functions in the SHA-2 set designed by the NIST for
other size random numbers.

The particular processing operations and other system
functionality described in conjunction with the flow diagrams
of FIGS. 3-6 are presented by way of illustrative example
only, and should not be construed as limiting the scope of the
invention in any way. Alternative embodiments can use other
types of processing operations for authentication. For
example, the ordering of the process steps may be varied in
other embodiments, or certain steps may be performed con-
currently with one another rather than serially.

The foregoing examples are intended to illustrate aspects
of certain embodiments of the present invention and should
not be viewed as limiting in any way. Other embodiments can
be configured that utilize different authentication techniques.

It is to be appreciated that the authentication and other
processing functionality such as that described in conjunction
with the flow diagrams of FIGS. 3-6 and the associated
examples above can be implemented at least in part in the
form of one or more software programs stored in memory and
executed by a processor of a processing device such as a
computer or server. As mentioned previously, a memory or
other storage device having such program code embodied
therein is an example of what is more generally referred to
herein as a “computer program product.”

It is to be appreciated that the particular configuration,
elements and operating parameters of the embodiments
described above are not requirements of the invention, and
should not be construed as limiting the scope of the invention
in any way. For example, while FIGS. 5 and 6 show authen-
tication processes between an NFC-enabled authentication
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token and an authentication server initiating an authentication
request, these authentication processes may also be carried
out between the NFC-enabled authentication token and a host
device which initiates an authentication request. As another
example, while tables 532 and 632 in FIGS. 5 and 6 contain K
and J unique OTPs, respectively, in other embodiments OTPs
for two or more entries in the table may match one another.
Those skilled in the art can make these and other modifica-
tions in the described embodiments in a straightforward man-
ner.

Moreover, the various simplifying assumptions made
above in the course of describing the illustrative embodi-
ments should also be viewed as exemplary rather than as
requirements or limitations of the invention. Numerous other
alternative embodiments within the scope of the appended
claims will be readily apparent to those skilled in the art.

What is claimed is:

1. An apparatus comprising:

a processing device comprising:

a near field communication (NFC) network interface;

a memory; and

a processor coupled to the memory;

the processing device being configured under control of the

processor to:

connect to a host device using the NFC network inter-
face;

receive an authentication request from another device
through the NFC connection with the host device; and

authenticate the other device using information stored in
the memory;

wherein a passcode is presented to the host device respon-

sive to a successful authentication of the other device;
wherein the passcode is used by the host device to authen-
ticate to a resource protected by the other device; and
wherein the processing device is further configured to:
store in the memory a set of passcodes and correspond-
ing addresses;
receive at least one message from the other device speci-
fying an address; and
retrieve a passcode corresponding to the specified
address from the memory, the retrieved passcode
being the passcode presented to the host device.

2. The apparatus of claim 1 wherein the processing device
comprises an authentication token, the other device com-
prises an authentication server and the host device comprises
a personal computing device.

3. The apparatus of claim 1, wherein the processing device
comprises an authentication token and the other device is the
host device, the host device comprising a personal computing
device.

4. The apparatus of claim 1, wherein the processing device
is embodied in one of an adhesive label, a keychain fob and a
card.

5. The apparatus of claim 1, wherein:

the processing device is configured to store the set of pass-

codes and corresponding addresses in the memory as an
alphanumeric sequence of digits;

the specified address in the message from the other device

comprises a query indicating a starting index of the
alphanumeric sequence and one or more digits in the
alphanumeric sequence following the starting index;
and

the processing device is configured to retrieve the passcode

corresponding to the specified address from the memory
by concatenating a series of alphanumeric digits speci-
fied in the query.
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6. The apparatus of claim 1, wherein

the specified address comprises a physical address of the

memory.

7. The apparatus of claim 1, wherein:

the processing device is configured to store the set of pass-

codes and corresponding addresses in the memory by
storing a set of index values and corresponding pairs of
random numbers and passcodes;

the message from the other device comprises a given one of

the random numbers and the specified address com-
prises a given one of the index values; and

the processing device under control of the processor is

further configured to authenticate the other device by
determining whether the given random number matches
a random number stored in the memory corresponding
to the given index number.

8. The apparatus of claim 7, wherein the corresponding
pairs of random numbers and passcodes comprise each com-
prise respective 256-bit random numbers and 6-digit one-
time passcode (OTP) values.

9. The apparatus of claim 1, wherein:

the processing device is configured to store the set of pass-

codes and corresponding addresses in the memory by
storing a device-specific salt, a set of index values and
corresponding pairs of hash values and passcodes;

the message from the other device comprises a given one of

the random numbers and the specified address com-
prises a given one of the index values; and

the processing device under control of the processor is

further configured to authenticate the other device by:

computing a hash result based on the given index num-
ber, the given random number and the device-specific
salt; and

determining if the computed hash result matches the
stored hash value corresponding to the given index
number.

10. The apparatus of claim 9, wherein the given random
number comprises a 256-bit random number and computing
the hash result comprises computing a SHA256 function.

11. The apparatus of claim 1, wherein the processing
device is configured under control of the processor to authen-
ticate the other device using a challenge/response authentica-
tion protocol.

12. The apparatus of claim 1, wherein the passcode is
utilized with a personal identification number (PIN) or bio-
metric identification to authenticate to the resource.

13. A method comprising:

connecting a processing device to a host device using a near

field communication (NFC) network interface;
receiving an authentication request from another device
through the NFC connection with the host device; and
authenticating the other device using information stored in
a memory of the processing device;
wherein a passcode is presented to the host device respon-
sive to a successful authentication of the other device;
wherein the passcode is used by the host device to authen-
ticate to a resource protected by the other device;
wherein the memory of the processing devices stores a set
of passcodes and corresponding addresses; and

further comprising receiving at least one message from the

other device specifying an address of the memory and
retrieving a passcode corresponding to the specified
address from the memory, the retrieved passcode being
the passcode presented to the host device.

14. A non-transitory processor-readable storage medium
having instruction code embodied therein which when
executed by a processor implements the steps of the method
of claim 13.
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15. The method of claim 13, wherein the specified address
comprises a physical address of the memory of the processing
device.

16. The method of claim 13, wherein:

the memory of the processing devices stores the set of

passcodes and corresponding addresses as an alphanu-
meric sequence;

the specified address comprises a query indicating a start-

ing index of the alphanumeric sequence and one or more
digits in the alphanumeric sequence following the start-
ing index; and

the passcode is retrieved from the memory of the process-

ing device by concatenating a series of alphanumeric
digits specified in the query.

17. An apparatus comprising:

a first processing device comprising:

a network interface;

a first memory; and

a processor coupled to the first memory;

the first processing device being configured under control

of the processor to:

connect to a second processing device through a host
device, wherein the host device and the second pro-
cessing device are connected using a near field com-
munication (NFC) interface; and

send an authentication request to the second processing
device through the NFC connection between the sec-
ond processing device and the host device;

wherein a passcode is presented to the host device respon-

sive to a successful authentication of the first processing
device by the second processing device;

wherein the passcode is used by the host device to authen-

ticate to a resource protected by the first processing
device;

wherein the first processing device is configured with

knowledge of a set of passcodes and corresponding
addresses stored in a second memory of the second
processing device; and

wherein the first processing device is configured to send a

message to the second processing device specifying an
address ofthe second memory, the passcode presented to
the host device comprising a passcode retrieved from the
second memory corresponding to the specified address.

18. The apparatus of claim 17, wherein the first processing
device comprises an authentication server, the second pro-
cessing device comprises an authentication token and the host
device comprises a personal computing device.

19. The apparatus of claim 17, wherein the first processing
device is a personal computing device comprising the host
device and the second processing device comprises an
authentication token.
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20. The apparatus of claim 17, wherein:

the first processing device is configured to store in the first
memory a set of index values and corresponding pairs of
random numbers and hash values;

the message sent to the second processing device com-

prises a given one of the index values and a given one of
the random numbers; and
the first processing device under control of the processor is
configured to authenticate the second processing device
by:
computing a hash result based on the given random
number and a passcode received from the host device;
and
determining if the computed hash result matches the
stored hash value corresponding to the given index
number.
21. The apparatus of claim 17, wherein the specified
address comprises a physical address of the second memory.
22. A method comprising:
connecting a first processing device to a second processing
device through a host device, wherein the host device
and the second processing device are connected using a
near field communication (NFC) interface; and

sending an authentication request to the second processing
device through the NFC connection between the second
processing device and the host device;

wherein a passcode is presented to the host device respon-

sive to a successful authentication of the first processing
device by the second processing device;

wherein the passcode is used by the host device to authen-

ticate to a resource protected by the first processing
device;

wherein the first processing device is configured with

knowledge of a set of passcodes and corresponding
address stored in a memory of the second processing
device; and

further comprising sending at least one message to the

second processing device specifying an address of the
memory, the passcode presented to the host device com-
prising a passcode retrieved from the memory of the
second processing device corresponding to the specified
address.

23. A non-transitory processor-readable storage medium
having instruction code embodied therein which when
executed by a processor implements the steps of the method
of claim 22.

24. The method of claim 22, wherein the specified address
comprises a physical address of the memory of the second
processing device.



